GBVIMS Information Sharing Protocol

GBV Information Management System

 Information Sharing Protocol between data gathering organizations:
[LIST DATA GATHERING ORGANIZATIONS] and [CONSOLIDATING AGENCY]
In [GEOGRAPHIC REGION COVERED BY ISP]
PURPOSE

This information sharing protocol is to set out the guiding principles and describe procedures for sharing anonymous sharing anonymous statistical data on reported cases of GBV captured by the GBVIMS with [FULL NAME OF AGREED UPON CONSOLIDATING AGENCY] ([CONSOLIDATING AGENCY’S ACRONYM]) in its capacity as [CONSOLIDATING AGENCY’S ROLE] for GBV prevention and response work in [OPERATIONAL / GEOGRAPHIC REGION] in [NAME OF COUNTRY]. The protocol is meant to facilitate the information sharing between participating actors.
The signatories to this agreement recognize that sharing and receiving non-identifiable GBV data will contribute towards improved inter-agency coordination, identifying and targeting gaps, prioritization of actions, and improved programming of prevention and response efforts. It may also result in improved advocacy efforts, increased leverage for fund raising and resource mobilization, and improved monitoring.  All agencies will protect information to ensure that no harm comes to any survivor, service provider or the community from information sharing efforts. 
GROUND RULES

· Information submitted by data gathering organizations to [CONSOLIDATING AGENCY] will be submitted in the agreed-upon format and will not contain any identifying information of survivors or agencies. Non-identifiable GBV data is context specific but excludes data points that could result in a survivor (or, in some cases, those organizations providing services to them) becoming known outside of the context of the care survivors are receiving. In some contexts, data such as exact age together with the incident location can reveal a survivor’s identity. The data points to be shared must consider all possible outcomes that could lead to a survivor being identified and must consider both the number of cases being reported and the context.
· The information shared by data gathering organizations will be consolidated by [CONSOLIDATING AGENCY] into a monthly aggregate report. This report will be shared back to the data gathering organizations for further shared analysis. 

· All signatories agree that the GBVIMS data will not be used for following up on individual cases.
· All agencies will protect information to ensure that no harm comes to any survivor, service provider or the community from information sharing efforts. 

· Information sharing should only happen with the informed and free consent of GBV survivors, and all interaction with survivors should follow a survivor-centered approach. 
· Each data gathering organization reserves the right to share its own data externally, for example for internal and donor reporting requirements, resource mobilization, and advocacy. Even when using its own data externally, each GBVIMS partner is expected to do this in a responsible manner that maintains the safety and security of GBV survivors, service providers and their communities. Each data gathering organization may suspend the sharing of information for reasons of safety, security, capacity or other considerations through written justification to other ISP signatories.  
· New partners who are offering health and/or psychosocial services to GBV survivors will be added to the protocol once they have met the following criteria:

1. They have received the appropriate training and follow-up support to implement the GBVIMS within their own operations and have demonstrated good comprehension and ease of use of the GBVIMS.

2. They have reviewed the ISP and discussed the process for information sharing within the GBVIMS Working Group/Task Force.

3. They have organizational buy-in for data sharing.

4. Signatories to this ISP have been consulted regarding the inclusion of new partners to this agreement.
· For security purposes and to ensure survivor confidentiality, no survivor-specific information that can lead to identification of the survivor will be shared, e.g., name, initials, address, phone number, etc. All information shared will be anonymous statistical data.

· Following signature of the protocol, the data gathering organizations’ and consolidating agency’s focal points have a responsibility to train their colleagues about the standards and procedures outlined in this information sharing protocol. Notably, that GBVIMS data is shared on a [FREQUENCY] basis among ISP signatories in the manner outlined in this document; any requests from external actors for access to consolidated GBVIMS information must be directed to the [CONSOLIDATING AGENCY] focal points in order to begin the authorization process among the data gathering organizations; GBVIMS data is not to be used for follow up or investigation on individual cases/survivors.  They should also explain to their colleagues that any question or request for GBVIMS information should be directed to their respective organizations’ GBVIMS focal points.
· GBVIMS data is shared on a monthly basis among ISP signatories in the manner outlined in this document.  Any requests from external actors
 for access to GBVIMS data has to follow the procedure outlined below. 
DATA SECURITY

[CONSOLIDATING AGENCY]  and the data gathering organizations will ensure that all data is safe and secure and will implement appropriate procedures to maintain confidentiality of the data. Organizations will submit an Excel document and will employ password protection. The password for these submitted files has been agreed upon by each data gathering organization and shared with [CONSOLIDATING AGENCY].

[CONSOLIDATING AGENCY] has outlined during the creation of this protocol how the data will be:

· Received:  Email to [CONSOLIDATING AGENCY] GBVIMS Focal Points
 
· Stored/deleted: See Annex XX Data Protection Protocol

· Protected in the computer: See Annex XX Data Protection Protocol

· Used by whom (who has access to the data and the computer) GBVIMS Focal Points
The [FREQUENCY] reports in [TYPE OF DATA TO BE SHARED] form are shared with the [CONSOLIDATING AGENCY] GBVIMS Focal Points/Liaison, in the organization’s capacity as [CONSOLIDATING AGENCY’S ROLE]. In case the security situation further deteriorates in [GEOGRAPHIC REGION COVERED BY ISP], hampering [CONSOLIDATING AGENCY]’s or the data gathering organizations’ abilities to protect and assist survivors or their information, the information sharing protocol will be reviewed and consequently adapted to respond to the changing environment. The [GBVIMS Partners/Taskforce] will develop contingency plans for data security and information sharing should the security situation change.   
[FREQUENCY OF REPORT] Report
[FREQUENCY OF REPORT] Report
1. Frequency: Data gathering organizations will submit [type of data] (defined in Annex XX) for all new cases reported during the previous period to [CONSOLIDATING AGENCY] by the [AGREED UPON DAY OF SUBMISSION] of each [FREQUENCY] in a password protected document. For the purpose of compilation and data sharing, this is the only reporting format that will be requested of DGOs.
2. Areas of coverage: The aggregate reports will reflect the following geographical areas based on the data gathering organizations providing data.  [TABLE/LIST GEOGRAPHIC AREAS AND ASSOCIATED DATA GATHERING ORGANIZATIONS]
3. [CONSOLIDATING AGENCY] will consolidate all submitted data and create an aggregate [FREQUENCY] report (see Annex XX) with all data gathering organizations’ identifying information removed. This will be sent back to all the data gathering organizations by the [AGREED UPON DAY OF SUBMISSION] of each [FREQUENCY] after removing all data gathering organizations’ identifying information.  This [FREQUENCY] report will be shared back to all data gathering organizations with a summary of key findings by CONSOLIDATING AGENCY] within [AGREED UPON TURN-AROUND TIME] of the [FREQUENCY] data analysis meeting.
4. The GBVIMS ISP signatories will meet once a [FREQUENCY] to discuss trends and patterns in reporting. [CONSOLIDATING AGENCY] will compile the analysis during this meeting to include in a [FREQUENCY] report on GBV trends in [AGREED UPON GEOGRAPHIC AREA]. The format of this report will be agreed upon by the actors during this [FREQUENCY] meeting, but it should not include consolidated figures (i.e. numbers). The aim of the [FREQUENCY] report is to provide a snapshot of GBV reporting in [AGREED UPON GEOGRAPHIC AREA] to inform responses and advocacy across non-GBVIMS agencies and for external uses as necessary (e.g Sectoral meetings). 
Agency Focal Points: The individuals responsible for the submission of data and for sending compiled [FREQUENCY] reports are listed in the GBVIMS Focal Point document (Annex XX Focal Points Document).  Each organization or agency that is part of the GBVIMS Task Force should have a primary and second GBVIMS Focal Point to fulfill the roles and responsibilities (See Annex XX Roles and Responsibilities) related to the roll out of the GBVIMS. In the case of staff turnover, each agency is responsible for designating a new focal point, doing a complete handover of GBVIMS responsibilities, and communicating this change to the [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison, who will be responsible for updating the GBVIMS Focal Point document. In case no update is provided about the new GBVIMS Focal Point, [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will contact the senior management of the concerned agency to obtain the new focal point details, and update Annex XX Focal Points Document. 
[Name Frequency of Report (if there are additional) to include points listed above]
WHEN OTHERS REQUEST GBV INFORMATION

Internal and Donor Reporting
[CONSOLIDATING AGENCY] and GBVIMS data gathering organizations are authorized to use consolidated statistics on reported GBV incidents for their internal and donor reporting requirements. 

When sharing data for their internal reporting requirements, organizations and agencies should maintain data protection standards of confidentiality and security. In that purpose they should send the following caveat along with the GBVIMS statistics:

The data shared is only from reported cases, and is in no way representative of the total incidence or prevalence of Gender-Based violence (GBV) in [AREA OF COVERAGE]. These statistical trends are generated exclusively by GBV service providers who use the GBV Information Management System (GBVIMS) for data collection in the implementation of GBV response activities in a limited number of locations across [AREA OF COVERAGE]and with the consent of survivors. This data should not be used for direct follow-up with survivors or organizations for additional case follow-up. The following information should not be shared outside your organization/agency. Failure to comply with the above will result in the suspension of sharing GBVIMS statistics in the future.
[CONSOLIDATING AGENCY] and GBVIMS DGOs can share information with each other without seeking approval from all the signatories. Additionally, individual DGOs may authorize external sharing of its information bilaterally with another DGO. 

It is not recommended to include the media as a pre-approved point for information sharing as context and security situations can change rapidly.  Media requests should be handled on a case by case basis and in a transparent manner.  
Pre-Approved Information Sharing to Non-ISP Signatories
The agencies/entities below have been approved by all ISP signatories to access the agreed-upon consolidated data reports for the specific purposes mentioned.  
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Every [FREQUENCY], [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will prepare and share the agreed tables and/ or summary of trends (Annex XX: Data Set to be Shared with Pre-Approved Non-ISP Signatories) including the caveat above with the following pre-approved external actors, who have been agreed upon by all signatories to this ISP.  
The standard consolidated data reports to be shared with pre-approved external actors will be shared by [CONSOLIDATING AGENCY] with all signatories XX days before sending the reports. These XX days will provide the signatories with an opportunity to review the reports and raise any potential errors and/or concerns. 

If any of the pre-approved partners request information which is outside of the pre-approved format or purpose, they should also submit a request according to the criteria listed in the following section.
Other External Actors
Each time external agencies or actors not already approved for data sharing by the ISP signatories submit a request for any other consolidated GBVIMS data, [CONSOLIDATING AGENCY] GBVIMS Focal Points/Liaison will issue a written request to each of the data gathering organizations for authorization to share aggregate consolidated data. Each request for authorization to share consolidated GBVIMS data will specify: 
· The reason/purpose for the request for information,
· What the information will be used for
· How the information will be used,
· How the information produced with the consolidated data and analysis will be fed back to the data gathering organizations, and 
· A written guarantee by the receiving party to not disseminate the report to any other party or utilize it for any purpose beyond that which was requested and authorized.
The consolidated data will be shared only after receiving authorization from one of the identified focal points from each of the data gathering organizations. 
If signatories to the ISP (other than [CONSOLIDATING AGENCY] GBVIMS Focal Points/Liaison) receive requests from external agencies or actors not already approved for data sharing by the signatories, they should inform and send this request to [CONSOLIDATING AGENCY] GBVIMS Focal Points/Liaison so that the appropriate action is taken. 

When a request for authorization to share data is submitted by [CONSOLIDATING AGENCY]:

1. The request will be sent by [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison to both the primary and secondary focal points of each organization.

2. [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will call the focal points of each organization to inform them about the request received, and ask them to provide their written feedback to the request within 5 business days. [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will also follow up with the organizations’ focal points by telephone.

3. If no response is received from the organizations’ focal points, [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will follow up with the senior management of the non-responsive organization(s). If no response is received from the senior management after 5 business day, it does not imply automatic authorization to share the data externally.

4. If after following the above steps, the organization(s) has/have still failed to provide feedback, [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will contact those organizations who have already provided their authorization, and ask them whether they agree to share the aggregated data excluding the data collected by one (or more) signatories that is/are not responding to the request. 

5. If all organizations still agree to data sharing, then data will be shared excluding the data collected/compiled by the non-responsive organization(s). 

[CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will remove all data gathering organizations’ identifying information.
A party that has been authorized to receive consolidated GBVIMS data must agree to not disseminate the information to any other sources in the written request they submit to [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison. The party has to direct any requests they receive for access to this shared data to [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison. 
When written authorization for external data sharing is attained from GBVIMS gathering agencies, [CONSOLIDATING AGENCY] GBVIMS Focal Point/Liaison will share the data along with the following relevant caveats in writing:

1. The data is only from reported cases. The consolidated data is in no way representative of the total incidence or prevalence of GBV in any one location or group of locations. Sufficient explanation of limitations on reported cases and trends in reporting should be properly highlighted in any external communication after permission is received from contributing agencies. This information is confidential and cannot be reproduced without the authorization of the GBVIMS actors. 
2. The aggregate data is based on non-identifiable data submitted from GBVIMS partners submitted from GBVIMS partners for the purposes of:
· GBV prevention and response program planning, monitoring and evaluation by [CONSOLIDATING AGENCY] and partners
· Identification of programming and service delivery gaps
· Prioritization of actions and next steps
· Improved service delivery
· Policy and advocacy
· Resource mobilization
3. The data shared should be  accompanied by the following caveat: 
The data shared is only from reported cases, and is in no way representative of the total incidence or prevalence of Gender-Based violence (GBV) in [AREA OF COVERAGE]. These statistical trends are generated exclusively by GBV service providers who use the GBV Information Management System (GBVIMS) for data collection in the implementation of GBV response activities in a limited number of locations across [AREA OF COVERAGE]and with the consent of survivors. This data should not be used for direct follow-up with survivors or organizations for additional case follow-up. The following information should not be shared outside your organization/agency. Failure to comply with the above will result in the suspension of sharing GBVIMS statistics in the future.
Media and External Advocacy Institutions 

Due to the impact it can have if data is shared inappropriately, all information requests from the media and external advocacy institutions will be carefully scrutinized. Any request for GBVIMS consolidated information needs to be made in writing including information on how the data will be used to [CONSOLIDATING AGENCY] who can then share the information after receiving authorization from all data gathering organizations as outlined above.
By this information sharing protocol, the ISP signatories understand that they can refer any request for GBVIMS consolidated information to [CONSOLIDATING AGENCY] who can then share the data after receiving authorization from all data gathering organizations in response to the written request. Any denial of authorization should be accompanied with an explanation that can be shared in a non-identifiable format with the requesting party at [CONSOLIDATING AGENCY]’s discretion. 
TIME LIMIT

Once agreed, this information sharing protocol will take effect from the agreed upon date for information sharing to begin and will be on trial basis for XX months from the date the ISP has been signed. After this time, the signatories will review the effectiveness of, use of, and adherence to the protocol.  In the absence of a new agreement, this protocol will automatically be renewed for [period of time], until a revised version
 can be agreed upon. 
To ensure regular review, an on-going agenda point on the GBVIMS will be included at the end of the monthly GBV coordination meetings to inform participating actors of information sharing protocol issues that require a follow-up discussion.
BREACHES

In cases of breach by any of those participating in this information sharing protocol, a meeting will be convened including all participating agencies’ GBVIMS focal points within one week to discuss the matter and to determine appropriate action to be taken. If a meeting cannot be convened within one week or a resolution cannot be reached, then the following process should be undertaken:
· A meeting will be convened including [OPERATIONAL LEVEL] Senior Management Team from all participating agencies to discuss the matter and to determine appropriate action to be taken within one (1) week.

· If unresolved, the matter should be referred to the [NATIONAL LEVEL] within two (2) weeks of the breach or suspected breach. 

· If unresolved, the matter would be referred to the GBVIMS Steering Committee for support within one (1) month. 

This resolution process should not impact regular information sharing if resolved. 

Data gathering organizations reserve the right to stop sharing data if the ISP is breached and will inform [CONSOLIDATING AGENCY] in writing with the reasons for stopping the flow of data. While the matter is being resolved, and if [CONSOLIDATING AGENCY] is not involved, it is recommended that data gathering organizations continue to share data with [CONSOLIDATING AGENCY] to inform field level activities (i.e. programming and service delivery gaps). The GBVIMS consolidated information will not be shared externally until the breach is resolved. 

The resolution of a breach or suspected breach must be agreed to by all organizations who are signatories to this protocol. In the event that the resolution cannot be agreed upon, signatories have the option to terminate, in writing
, their inclusion in the protocol and the protocol will be revised accordingly.

Annexes

Annex XX: Data to be shared with Consolidating Agency

Annex XX: GBVIMS Focal Point Document
Annex XX Roles and Responsibilities
Annex XX: Report to be generated and shared by Consolidating Agency with Data Gathering Organizations
Annex XX: Data Protection Protocol

Annex XX: Agreed Upon Report to Be Shared with External Actors
Annex XX: External Information Request Format

Annex XX: Contingency Plan (Optional)

� For the purpose of this ISP, “external” refers to any entity that is not a signatory to the ISP. 


� See the Focal Point document.


� If it is agreed that a revision is not necessary, the dates can be updated and the agreement again signed.


� The individual who signed the information sharing protocol would communicate the organization’s withdrawal.





